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gies, limited terminal resources, and long communication latency. In order to achieve the safe and efficient utiliza-

tion of satellite IoT resources, a trust evaluation-based terminal authentication method for satellite IoT was pro-

posed, which could optimize the authentication strategy by evaluating the trust of terminal devices. A trust evalua-

tion mechanism for satellite IoT terminals was proposed for two scenarios: terminals that had recently undergone

strong authentication and had been granted credit by strongly authenticated nodes. A dynamically adjusted trust

measurement and evaluation model was characterized based on direct trust and indirect trust. Secondly, a trust

evaluation-based access authentication protocol for satellite IoT was designed, which adopted a matching authenti-

cation mechanism according to the trust degree of the device. This allowed for the simplification of the subsequent

authentication process for high-trust devices and provided differential authentication services for different terminal

devices under the same authentication strategy framework. The security of the protocol was comprehensively ana-

lyzed using non-formal methods and Tamarin formal tools, and the effectiveness of the protocol was verified by ex-

periments. The protocol was shown to be capable of reducing the overall authentication overhead and simplifying

the authentication process with trust.

Keywords: satellite [oT, access authentication, trust evaluation, formal verification
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Figure 1  Satellite IoT system model
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Figure 3 Diagram of authentication in advance and fast handover

for large data transmitting devices
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Figure 4 Diagram of authentication in advance and fast handover

for high-speed moving terminal devices
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